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Evolution of the cyber threat landscape SIEMENS
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Military, governments and other i | Computers make their way i i i | Internet of Things, Smart

The World Wide Web becomes

organizations implement i |into schools, homes, business . . Mobile flexibility and autonomous systems,
H - publicly accessible : e . ;
computer systems i | and industry Artificial Intelligence, Big Data
= & & < &
Digital enhancement of The globe is connected Cloud computing enters the

Home computer is introduced Industry 4.0

electrification and automation by the internet mainstream
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Stuxnet
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AT&T Hack

Blue Boxing NotPetya
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The threat landscape keeps growing and _
changing and attackers are targeting industrial Cryptovirology Cloubieed

Level Seven Crew hack sllnk SCADA hacks

and critical infrastructures Derial of service affacks
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Challenges are similar but reality is very different
In IT and Industrial (OT) Security

IT Security

SIEMENS
lngenuity for life

Industrial Security

Confidentiality ii@“ :

3-5 years Asset lifecycle

Availability and Safety

20-40 years

Forced migration (e.g. PCs, smart phone) Software lifecycle

Usage as long as spare parts available

High (> 10 “agents” on office PCs) Options to add security SW

Low (old systems w/o “free” performance)

Low (mainly Windows 10) Heterogeneity

High (from Windows 95 up to 10)

Standards based (agents & forced patching) Main protection concept

Case and risk based
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Industrial Security concept
Defense in depth — based on IEC 62443

Defense in depth

based on IEC 62443

Security threats
demand action

© Siemens 2020

%,
LT

iy,
CEEFELERLETERTT

m

"
iiHIHHHIIIIIIII”|I'

R RTINS
D

/n o,

P\\W ays Acti Ve

- ce®
Ust,: N
Stial security S

B
i

SIEMENS
lngenuity for life

Plant security

* Physical access protection
* Processes and guidelines

* Holistic security monitoring

Network security
4‘

* Cell protection and
EEE perimeter network
* Firewalls and VPN

System integrity

* System hardening
* Patch management
* Detection of attacks

» Authentication and access
protection
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Industrial Security concept SIEMENS
Ihg,eb\ui\‘y-for(ift

The security concept - Products and systems offer integrated security

“Defense in depth”
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Industrial Security Services SIEMENS
End-to-end approach lngeunuity for life

ﬁ\
ﬁ

Consulting Implementation | Optimization
Security Consulting (Planning) Security Implementation Security Optimization (Monitoring)
Evaluation of the current security status of Risk mitigation through implementation of Comprehensive security through managed
an industrial environment security measures services
« Security Assessments « Security Awareness Training * Industrial Anomaly Detection
« Scanning Services « Automation Firewall * Industrial Security Monitoring
* Industrial Security Consulting « Endpoint Protection * Remote Incident Handling

Industrial Vulnerability Manager
Patch Management
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Industrial Anomaly Detection
Dashboard

SIEMENS

’hg,e»\uf(y -for Uft

< Dashboard / Home

Dashboard I i

Assets view | %

Time: I Last Day ” Last Week H Last Month H Last Year J v

THREAT DETECTION RISK & VULNERABILITIES VISIBILITY OT / ASSET INVENTORY
Alerts view | Q
OT Audit view | € ALERT STATUS HYGIENE SCORE DISCOVERED ASSETS OT ASSETS DISTRIBUTION
Policies & Zones | &
pic |
Attack vector | & - = 115 113 ‘
U v Sl ! : : o I
nsi s view -0)- o e}
g 20 \S\ = Z_ 80 .é.: HMI -
All reports | (& | e 288 32 F engneerngsu. [}
=z = loT External
- — = ~ —_—- Remote IO
Activities | = 0 100 emote l
208 Other '
Configuration | &% = v = RenDs % 0% Ghosts 0 %
Number of Assets
TOP ALERTED ZONES TOP INSIGHTS NETWORK ANALYTICS SUMMARY
Zone Criticality Alerts Q 6 assets were communicating with 5
Endpoint: Ot... ® Low 2 external IPs OT Assets 1 1 5
= @
S N
Eodpoine 2 e Low 2 Q 17 assets are using 4 unsecured protocols: 0
Engineering ... * Medium 2 FTP, SCHNEIDER-NETMANAGE, SMB, SNMP
OT Operations 3 1
PLC: Rockwell @ High 2
Q 52 assets have 79 unpatched vulnerabilities
. Broadcast/..  ®Low 1 i | - Full Match i N o o ﬁe,‘-\"“ |l — — | i~
- A Al te and Execute perations
‘ Camera: Oth... ® Low 1 " 'l ” b4
I Q Top7RiskyAssets. 3 - P
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Industrial Anomaly Detection SIEMENS
Assets view / Network Graph lngenuity for Life

Viewing: Default CL/\T\)C)TY admin a

i Network View View Type > O Reset
Oc()) Class Type Vendor Protocol Criticality Search By ' \
1 Item Selected. Select Type... 1 Item Selected. Select Protocol... Select Criticality... ‘ [~

Q Filter By Class: OT endor: S

* endar: slemeans

CLEARALL QUERY VIEW ADVANCED OPTIONS» GRAPH OPTIONS»

@1
% RN O  « K- ASSET RESULTS (18) A
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Industrial Anomaly Detection SIEMENS
Alerts view lngenuity for Life

Alerts View Process Integrity Alerts &4 Security Events Alerts View Type =] ‘ Events ‘ ‘ Uncollapse Alerts by Story
—
Status Type Category Search By Time
1 ltem Selected. Select One or More. Select One or More. 1hr. D. W. M. ]
Severity
BN o |
Filter By Status: Unresolved  x CLEARALL QUERYVIEW ADVANCED OPTIONS>
o = RESULTS (4) [ ]
ID = SCORE = TYPE DESCRIPTION DATE DETECTED ~ CATEGORY = NETWORK STATUS = ASSIGNED TO
4 , , N7 ™
Story Id 26 (score 100): I\ Configuration Download (2 alerts) /I I\ Host Scan (1 alert) /I (Total 2)
4 ™ ) - N .
Story Id 19 (Score 100} [ Known Threat Alert (‘| alert) | (Total 1]. Configu  Configuration Download: Configuration Download critical chang
AN S o ration e operation was performed for the first time by 10.1.30.40 with X .
1938 100 Downlo user: ENG_AB\Administrator on 10.1.30.1 while related assets w 17/01/21, 21:36 Integrity Default Unresolved
ad ere managed remotely

Story Id 18 (score 100): I( Known Threat Alert (1 alert) )I (Total 1)

Story Id 16 (score 100): I( Known Threat Alert (1 alert) )I (Total 1)
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Industrial Anomaly Detection
Insights view

SIEMENS
lug,u\ui\'y-forufe

Insights View View Type
Class Type \endor
1 lItem Selected. Select Type... 1 ltem Selected.

Filter By (Class:OT x  Vendor:Siemens x
a1 B

Top 2 Risky Assets

1 asset is using 1 unsecured protocol: SNMP

O © O O Q

14 assets have 41 unpatched vulnerabilities - Full Match

1 asset has 149 unpatched vulnerabilities - Windows Full Match

4 assets were communicating with 3 external IPs (2 of them are ghost)

—
Protocol Criticality
Select Protocol... Select Criticality...
INSIGHTS (19)
CVE-ID = SCORE (CVSS) ~ TITLE =
CVE-2019- 08 Remote Desktop Services Remote Code
1182 i Execution Vulnerability
CVE-2017- 08 Windows Search Remote Code Execution
8589 i Vulnerability

1 OT-asset performed privileged OT operations on 1 PLC/Controller/RTU/IED

© Siemens 2020

Search By

o Reset

CLEARALL QUERYVIEW ADVANCED OPTIONS» INSIGHTS OPTIONS:

PUBLISHED %

12/08/19
21:00

10/07/17
21:00

MODIFIED %

12/08/19
21:00

10/07/17
21:00

v

v

AFFECTED ASSETS # ACTIONS

+ Mark All as Completed
1 asset - click to filter
v
+ Mark All as Completed
1 asset - click to filter
v
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Carlos Campos
Digital Portfolio Specialist

RC-BR DI DES
Industry Lifecycle Services

campos.carlos@siemens.com

Phone: + 55 11 99653-6482
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